NHdopmaLmoHHast naMsiTKa 415 06y4atoLLnXcs ANs pa3MeLLeHNst Ha
ohuLManbHbIX MHTEPHET-PeCypcax

C KaxKZbIM roOM MOJIOAEXMN B MHTepHeTe CTaHOBUTCA 60/bLLUe, a LUKONIbHUKN OAHN U3 CamblX
aKTUBHbIX NoMb30BaTenein PyHeta. Mexay Tem, NOMUMO OFPOMHOIO KO/IMYeCcTBa
BO3MOXXHOCTEW, MHTEPHET HeCeT 1 Npo6/eMbl. DTa NamaTka Ao/HKHa NoMoYb Tebe 6e30MacHo
HaxoaUTbLCS B CETM.

KoMnbloTepHble BUPYCbI

KOMMbIOTEPHBIV BUPYC - 3TO PasHOBUAHOCTb KOMIMbIOTEPHbLIX MPOrpamMM, OTINUYNTEIbHON
0COGEHHOCTHIO KOTOPOW ABNSIETCS CMOCOBHOCTb K Pa3MHOXEHMIO. B AomnosiHeHWe K 3ToMy,
BMPYCbl MOTYT NOBPEAUTbL UM NOMHOCTLIO YHUUTOXUTL BCE (halifbl U AaHHbIe,
MOAKOHTPO/IbHbIE MO/b30BATE/IO, OT UMEHM KOTOPOro 6bifa 3amnylleHa 3apaXkeHHas nporpavMma,
a TaKXKe NoBPeauTb UM [axe YHUUTOXMNTb OMepaLvioHHYH0 CUCTEMY CO BCEMU (haiinamu B
uenom. B 60/bLUMHCTBE C/lyYaeB pPacnpoCTPaHSOTCS BUPYChI Yepes MHTEPHET.

MeTobl 3alUThl OT BPeAOHOCHBIX NPOrpamMm:

1. Ncnonb3yit coBpeMeHHble OnepaLyoHHble CUCTEMbI, UMEIOLLIME CEPbE3HbIi YPOBEHb 3aLLUTbI
OT BPEAOHOCHbIX NMPOrpamm;

2. MOCTOSHHO YCTaHaBNMBal nayTy (LMGPOBbIE 3aM1aTKN, KOTOPbIE aBTOMATUUYECKM
yCTaHaB/IMBAKOTCA C LIENbI0 A0PaBOTKY MPOrpaMmbl) U Apyriue 06HOBNEHNSI CBOE
onepawumMoHHOl cucTembl. CKaumBaii MX TONbKO ¢ ourumanbHOro caita.paspaboTumnka OC. Ecnm
CYLLLECTBYET PEXUM aBTOMATUUYECKOr0 OGHOB/IEHNS!, BK/THOUN €r0;

3. Pa6oTaii Ha CBOEM KOMMbIOTEPE MOZ NpaBaMu MOJIb30BATENS, & He afMUHMCTpaTopa. STO He
MO3BOMUT GOMbLUMHCTBY BPEAOHOCHbIX NPOrpaMM MHCTaIMPOBATLCS HA TBOEM NMePCOHA/IbHOM
KOMMbtOTEPE;

4. Vicnonb3yil aHTMBMPYCHbIE NPOrpaMMHble MPOAYKTbI M3BECTHbIX NPOM3BOAUTENEN, C
aBTOMAaTUYEeCKUM OBHOBNEHWEM 6a3;

5. OrpaHnyb (OM3NYECKMIA AOCTYMN K KOMMbHOTEPY ANS MOCTOPOHHUX UL,

6. Micnonb3yi BHELUHWE HOCUTENN MH(OpMaLMK, Takue Kak (heka, AUCK unun aiin n3
WNHTEPHETA, TOJIbKO 13 MPOBEPEHHBIX UCTOYHWNKOB;

7. He OTKpbIBaii KOMMNbOTePHble haiiNbl, MOMYYEHHbIe U3 HEHAEXHbIX UCTOUYHMKOB. [daxe Te
(haiinbl, KOTOpPbIE MPWCNaN TBOI 3HAKOMBIiA. JTyulle YTOUHM Y HEro, OTNPaBAsiA /i OH Tebe UX. .

Cetnn WI-FI

Wi-Fi - 310 He BUA Nepefayn JaHHbIX, He TEXHONOTMUSA, a BCero Nnwb 6peHs, mapka. Ewwe B 1991
rofly HufepnaHackas KomnaHus sapernctpuposana bpeHa. "WECA", yto 0603Havasio
cnosocoyeTaHne "Wireless Fidelity"”, KOTOpbIin NepeBoANTCA Kak "6ecnpoBogHas TOYHOCTb" .



[o Hawero BpemeHun foluna gpyras abopesmatypa, KOTopas ABISETCS TaKoM XXe TeEXHONOrve.
9710 abbpesmatypa "Wi-Fi". Takoe Ha3BaHWe ObIIO 4aHO C HAMEKOM Ha CTaHAapT BbICLUEN
3BYKOBOW TexHUKM Hi-Fi, 4To B nepeBofe 03Ha4aeT "BbiCOKas TOYHOCTL".

[a, 6ecnnaTHbIil MHTEPHET-A0CTYN B Kade, OTENSAX U a3ponopTax SABASETCA OT/IMYHOM
BO3MO>KHOCTbIO BbIX04a B MHTEPHET. HO MHOTMME 3KCNepTbl CUNTAKOT, YTO 06Lea0CTynHble Wi-
Fi ceTn He aABNAOTCA 6e30NacHLIMM.

CoBeTbl No 6e30nacHOCTY paboTbl B 06Le0CTYNHbIX ceTax Wi-fi:

1. He nepepaBaii CBOO NMUHYIO MHOPMaLMO Yepe3 o6LeaocTynHble Wi-Fi cetn. PaboTas B
HUX, YKenaTe/bHO He BBOAWTbL Mapo/inM AOCTYNa, NOrMHbI U KaknMe-TO HOMEpa,;

2. Vicnonb3yii n 06HOBNAK aHTMBMUPYCHbIE NPOrpaMmbl U GpaHamayep. TeM caMbiM Tbl
o6e3onacyLlb cebs 0T 3aKayky BMpYca Ha TBOE YCTPOICTBO;

3. Mpwn ucnonszoBaHun Wi-Fi oTkntoum yHKUmMIo "O6Wwmin 4ocTyn K (annam n npuHTepam”.
[aHHaa yHKUMA 3aKpbITa N0 YMOYaHUIO, OfHAKO HEKOTOpPbIE NONb30BaTENN aKTUBUPYIOT ee
ANa yao6eTBa Mcnosb3oBaHns B paboTe nnn yyebe;

4. He ncnonb3yii ny6nunuHbiii WI-FI ans nepefayn nMyHbIX AaHHbIX, Hanpumep 475 BbiXo4a B
coumasibHble CETU W B 3NIEKTPOHHYIO MOYTY;

5. Ncnonb3yii ToNbKO 3allyLieHHoe coeanHeHne vepe3 HTTPS, a He HTTP, T.e. npu Habope
Be6-agpeca BBOAWN UMeHHO "https://™;

6. B M0O6GUNIbHOM TenedoHe OTKAOUM (hyHKUMIO "TloagkntoueHme K Wi-Fi asTomatnyeckmn'. He
[0oMycKail aBTOMaTUYecKoro NoAKAUeHns ycTpoincTea K ceTam Wi-Fi 6e3 TBOero cornacus.

CouynanbHble ceTun

CoupaibHble CETM aKTUBHO BXOAAT B HaLLy XKW3Hb, MHOTVE NIOAN paboTatoT U XXMBYT TaMm
NOCTOsIHHO, a B Facebook y>ke 3aperncTpupoBaH MUAMaps YenoBek, YTo SBNSETCA OfLHO
CeAbMOIA BCeX XUTeNei nnaHeTbl. MHOrve Nonb30BaTen He MOHUMAKT, YTO MHKOPMALLKS,
pasmeLLeHHas MU B COLMa/IbHbIX CETAX, MOXET ObITb HalleHa n MCnob30BaHa KeM YroiHo, B
TOM 4ymcne He 0653aTeNbHO C 61arMMM HaMepeHNMU.

OCHOBHbIe COBETbI N0 6€30MacCHOCTU B COLMANbHBIX CETSX:

1. OrpaHmnyb CNUCOK Apy3eii. Y Tebsa B ApY3baX He JOMHKHO ObITb CyYaHbIX U HE3HAKOMbIX
nojen;

2. 3awmiuali cBOK YaCTHYHO XM3Hb. He yKasbiBali naponu, TenetoHbl, agpeca, AaTty TBOEro
POXAEHUS N APYTYHO NINYHYO MHOPMALMIO. 3/10YMbILLIEHHUKN MOTYT UCMO/b30BaThb JaXe
NH(OpPMaLMIO 0 TOM, KaK Tbl 1 TBOM POAUTENN MNaHUPYyeTe NPOBECTN KaHUKY/IbI;

3. 3awmuiari CBOK penyTaunto - AepXKn ee B YUNCTOTe U 3adaBaii cebe BONPOC: XOTeN Obl Thl,
4yToObI ApYrue Noib3oBaTeNn BUAEIN, YTO Thbl 3arpyxaellb? ogymaii, npexxae 4em 4To-To
ony6/IMKoBaTb, Hanucatb ¥ 3arpy3nTb;



4. Ecnv Tbl FOBOPWLLb C /IHObMU, KOTOPbIX HE 3HaELLb, He UCMO/b3YI CBOE peasibHOE UMS U1
APYTYIO NIMYHYHO UHAOPMALMN: UMS, MECTO XKWUTENbCTBA, MECTO YUebbl U Npouyee;

5. N36eraii pasmeLleHns otorpaguin B IHTepHeTe, rae Tbl M306paXKeH Ha MeCTHOCTH, MO
KOTOPOI MOXXHO OMnpefennTb TBOE MECTOMOOXEHWE;

6. Mpw perncTpauun B coumanbHOM CeT HeO6X0ANMO MCMOMb30BaTb CMOXHbLIE NApPO/n,
COCTOALLME U3 BYKB U LGP U C KONNYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHo ceTu, MoYTbl U APYruX CaliTOB HEOGXOAMMO MCMOMb30BaTh pasHble Naponu.
Torga ecnv 165 B3/10MatOT, TO 3M10YMbILLNEHHWKIA MOMyYaT 4OCTYN TOMbKO K OfIHOMY MECTY, a
He BO BCe cpasy.

ONeKTPOHHbIE AeHbLIN

DNEeKTPOHHbIE AEHBI - 3TO OYeHb YOOHbI CMOCO6 NaTexeid, 04HAKO CYLLECTBYHOT
MOLLEHHWKM, KOTOpPbIe XOTAT NOMYUYUTb 3TU AeHbI.

3J'IeKTpOHHbIe [JeHbr NosABMINCL'COBCEM HeaBHO Y MMEHHO M3-3a 3TON0 BO MHOIMX
rocypgapcteax Ao CMX Nop He NponncaHo NpPo HMUX B 3aKOHax.

B Poccum e OHU (PYHKLIMOHUPYHOT U 0 HUX Y>Ke MPOMMCaHO B 3aKOHe, FAe UX pa3aensitoT Ha
HECKO/IbKO BU/I0B - aHOHUMHbIE 1 He aHOHUMHbIE. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOPbIX Pa3peLLaeTcs NpoBoAWTb onepaummn 6es MAeHTUGNKALMX NoNb3oBaTenNs, a B
HEaHOHMMHbIX MAEHTU(NKALMS NOMb30BaTeNs SAB/SETCS 0653aTebHOIA.

Takke cnefyeT pas3nnyaTb 3/1eKTPOHHbIE (h1aTHbIE eHbIM (PaBHbI FOCYAapCTBEHHbIM Ba/ltoTaM)
1 3NEeKTPOHHbIE He(hMaTHbIe eHbIM (He paBHbI FOCYAPCTBEHHLIM Ba/llOTaMm).

OCHOBHble COBETbI M0 6e30MacHoOl paboTe C 3N1EKTPOHHbLIMMW AeHbraMMu:

1. MpuBSXN K CHETY MOOUNbHbIA TeneoH. 3TO camblii YAOBHbIA U GbICTPbIA CNOCO6
BOCCTaHOBUTb JOCTYN K cyeTy. MpuBsizaHHbIN TeneoH NOMOXET, ecn 3abyellb CBO
NAaTeXHbIN Naponb UK 3ainfellb Ha CalT C HE3HAKOMOr O YCTPOIACTBA;

2. Vicnonb3yii ogHopa3oBble naponu. Mocne nepexofa Ha YCUIeHHYHo aBTopusaluto Te6e yxe
He 6YAeT YrpoXaTb ONacHOCTb KPaXkn Unn nepexearta NnaTexXHoro naposs;

3. Bbibepun CnoXkHbI naposnb. MpecTynHmMkam 6yaeT He NPOCTO yrafaTb CAO0XHBIA Naporib.
HapeXxHble Naponum - 370 Naponu, KOTopble COAepXKaT He MeHee 8 3HAaKOB U BK/HOYaKOT B Ce64
CTPOYHbIE 1 NPOMNUCHbIE BYKBbI, LU(PbI 1 HECKONBKO CUMBOJIOB, TaKMe KakK 3HaK Aonniapa,
(hyHTa, BOCKNMLATENbHbIV 3HaK 1 T.n. Hanpumep, StRONng!;;

4. He BBOAM CBOV NINYHbIE AaHHbIe Ha caliTaX, KOTOPbIM He [0BepseLUb.
OeKTpOHHasA noyrta
ONIeKTPOHHAA MoYyTa - 3TO TEXHO0MUA 1 NPeLOCTaBIsSEMbIE €0 YCYT MO NEPECHISIKE Y

MOMYYEHUIO 3NEKTPOHHbBIX COOBLLEHNIA, KOTOpble PacrpeaenstoTcs B KOMMbIOTEPHOI CeTw.
OO6bIYHO 3M1EKTPOHHBIV NOYTOBbIV AWK BbIFSANT CNeAYOLLIMM 06Pa3oMm:



MMSi_NoMb30BaTens@ums_aomeHa. Takxke Kpome nepefaun NpocToro TeKCTa, MMeeTcs
BO3MOXHOCTb NepeaaBaTb (aiinbl.

OCHOBHbIe COBETbI N0 6e30MacHO paboTe € 3NEKTPOHHOI NOYTOIA:
1. Hapo BbI6paTh NpaBu/bHbIA MOYTOBbIA CePBUC. B MHTEPHETE eCTb OrPOMHbIN BbIGOP
6ecrnnaTHbIX NOYTOBLIX CEPBMCOB, OLHAKO Jlyullle JOBEPATb TEM, KOrO 3Haellb 1 KTO NepBblid B

PENTUHrE;

2. He yka3blBaii B IMYHOW NOYUTE SIMYHYIO MH(OpMaLmMio. Hanprmep, nydile BbliopaTb
"My3blKa/lbHbIN_(haHaT@" nam "pok2013" BmecTo "Temal3";

3. Vicnonb3yil aByxaTanHyo aBTopm3aumio. 3To Korga noMUMO Naposisi, HY>XKHO BBOAUTb KOA,
npucbliaemMblin no SMS;

4. Bblbepn CNnoXHbI naponb. 008 KaXA0oro NoYTOBOro AWMKA AO/HKEH ObITb CBOM HAaAEXKHbIN,
YCTOMUMBbIA K B3/IOMY Naposb;

5. ECNM eCTb BO3MOXKHOCTb HanmcaTb caMoMy CBOI /IMYHbIA BOMPOC, UCMONb3YIA 3Ty
BO3MOXXHOCTb;

6. Icnonb3yii HECKO/MLKO MOYTOBbIX ALLIMKOB. [epBblii AN YaCTHO NepenucKM ¢ aapecaTamu,
KOTOpPbIM Thl 0BEPsiellb. 3TO 3/1EKTPOHHbIN afjpec He HAJ0 UCMO/Mb30BaTh NPY PErUCTPALUM Ha

hopymax u caiTax;

7. He oTKpbIBali (haiinbl 1 Apyrue BAOXens B NUCbMaX, AaXKe €C/IM OHW MPULLIN OT TBOMX
Apy3eid. Jlyulue yTOUHM Y HUX, OTNPaBASM NN OHW Tebe 3T (halinbl;

8. Mocne okOHYaHWA PaboTbl Ha MOYTOBOM CEPBUCE Nepes 3aKPbITUEM BKNAAKW C CalTOM He
3a0y/b HaXkaTb Ha "BbIATN".

KnbepbyniMHr nnn BMpTyasibHOe U3AeBaTe/IbCTBO

KunbepbynnuHr - npecnegoBaHne COOOLLEHNAMN, COAEPXKaLLMMU OCKOPO/IEHNS, arpeccuto,
3arnyrviBaHve; Xy/iMraHcTBo; counaibHoe 60MKOTUPOBaHNE C MOMOLLbIO Pas3/INYHbIX UHTEPHET-
CepBUCOB.

OCHOBHbIe COBETbI N0 60pbbe C KNO6epOYNINHIOM:

1. He 6pocaiica B 60ii. JTyyumnin cnoco6: NocoBeTOBaTbLCA Kak cebsi BECTU U, eCN HET TOrO, K
KOMY MOXXHO 06paTuUTbCSsi, TO BHa4ae YCNoKOUTbCA. ECn Tbl HaYHellb OTBeYaTb
OCKOPO/IEHMAMN Ha OCKOPO/IEHMS, TO TOMbKO ellle 60/bLUe Pa3oXOKeLlb KOHGINKT;

2. Ynpasnaii cBoeli KnbeppenyTaumei;

3. AHOHUMHOCTb B ceT MHUMadA. CyLLecTBYHOT CNoco6bl BbISCHUTb, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM;

4. He CTOUT BECTN XY/IMTaHCKNIA 06pa3 BUPTYa/lbHOM XWU3HU. VIHTEpPHET PUKCMpYeT BCe TBOU
LeNCcTBMA 1 COXpaHsEeT UX. Y [anuTb NX 6yAeT KpainHe 3aTpyAHUTENBHO;



5. Cobntogali CBOK BUPTYasIbHYH YeCTb CMOJIOAY;

6. VrHopupyii euHNYHBIA HeraTMe. OAHOPa30Bble OCKOPBUTENbHbIE COOOLLEHMS NyuLle
UrHopmpoBaTb. O6bIYHO arpeccus NpekpaLaeTcs Ha HaYaslbHOM cTaaum;

7. baH arpeccopa. B nporpamMmmax o6MeHa MFHOBEHHBIMU COOBLLEHMSIMA, B COLMANbHBIX CETSX
eCTb BO3MOXHOCTb 6/10KMPOBKM OTMPaBKM COOBLLEHUI C ONpeeNeHHbIX afpecoB;

8. Ecnu Tbl cBUAETENb KN6epbynnmHra. TBOU AeliCTBIS: BbICTYNWUTb NPOTMB NpecrefoBaTens,
nokasaTb emy, UYTO ero AeicTBUS OLEHMBAIOTCA HEraTMBHO, NOAAEPKATb XKEPTBY, KOTOPOI
HY>KHa MCUXO00rMYeckasi NomoLLb, COOGLLIMTL B3POC/bIM 0 (DaKTe arpeccMBHOIO NOBEAEHNS B
CeTw.

Mob6unbHbIV TenehoH

CoBpeMeHHble CMapT(OHbI 1 NAaHLLETbl cofepxXar B cebe BrosiHe B3POC/bIA PYHKLUMOHAN, U
Ternepb OHW MOTYT KOHKYpPMPOBaTh CO CTaLUMOHApHbIMU KOMMbloTepamu. OfHaKo, CPeacTB
3aWnTbl 418 NOA06HBLIX YCTPOMCTB MOKa 04YeHb Mano. TecTMpoBaHUe 1 MOUCK YS3BUMOCTEN B
HUX MPOUCXOAUT He TaK MHTEHCUBHO, Kak Ans MK, To Xe camoe KacaeTcsi 1 MOBUSIbHbIX
MPUNOXKEHWIA.

CoBpeMeHHble MO6U/IbHbIE Bpay3epbl YXKe MPaKTUYECKN AOrHaIM HACTO/bHbIE aHaIorn, 0fHaKo
pacLunpeHve yHKLMOHaNa BeyeT 3a co60l 60/bLUIYI0 CNOXHOCTb U MEHbLUYHO
3aLUMLLEHHOCTb.

[aneko He BCe MPOU3BOAUTENN BbIMYCKAKOT 06HOBNEHUS, 3aKPbIBALOLLME KPUTUYECKME
YA3BMMOCTM [N CBOUX YCTPOICTB.

OCHOBHble CcOBeTbl Ans 6e30MacHOCT MOBW/ILHOIO Tefle(*)OHaZ

Huuero He sBNsSieTCA No-HacTosLLeMy 6ecniaTHbIM. Bylb OCTOPOXEH, Beab Korpa Te6e
npegiaratoT 6ecnNaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-To niaTHbIe YCAYTu;

[Oymaid, npexae 4eM oTnpaBuTb SMS, (hoTo UK BUAEO. Thl TOYHO 3HaELLb, FA€ OHU ByayT B
KOHEYHOM uTOre?

Heo6xo4MMo 0GHOB/ISITL OMePaLMOHHYHO CUCTEMY TBOEr0 CMapTHOHa;
Wcnonb3yii aHTMBMPYCHbIE MPOrPamMMbl Ansi MOBU/bHBIX TeNe(OHOB;

He 3arpy><aii NpunoXeHns OT HEM3BECTHOIO UCTOYHWMKA, Beflb OHU MOTYT COfepXaTb
BPeAOHOCHOe MPOorpamMMHOe 06ecrneyeHme;

Mocne Toro Kak Tbl BbIAfeLb C caliTa, rae BBOAUI NMMUYHYH MH(OPMaLNIO, 3alian B HACTPONKM
6pay3sepa u yganu cookies;

Mepvognyeckn NPoBepsii, Kakune nnaTHbIe YCNYr aKTUBMPOBaHbl HA TBOEM HOMEpE;

[aBaii cBoii.HOMep MOGUILHOIO Tened)oHa TONBbKO NOASM, KOTOPbIX Thl 3HAELLb N KOMY
[0BepsieLLb; '



Bluetooth go/mkeH GbITb BbIKMOYEH, KOFa Thl UM He MOMb3yellbes. He 3a6biBail nHoraa
NpoBepsTh 3TO.

Online vrpsbl

CoBpeMeHHble OHMaH-UrPbl - 3TO KpacouyHble, 3aXBaTblBalOLMe pas3sfieveHuns, 06benHsAoLWme
COTHU ThbICAY YeNIOBEK MO BCeMY Mupy. VIrpoku nccnegyroT AaHHbIi UM Myp, 06LLatoTCs Apyr ¢
[PYrom, BbIMOJHAOT 33aHNs, CPaXKaKOTCA C MOHCTPaMU 1 MOyYatoT onbIT. 3a YA0BO/IbCTBME
OHW NIATAT: MOKYNatT AUCK, OMnavyMBatoT abOHEMEHT UM NPUOBPETAIOT KakMe-TO Onumn.
Bce aTn cpefcTsa nayT Ha NoAdep>KaHvie 1 pasBUTHE UTPbl, a TaKKe Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYHOTCS CUCTEMbI aBTOPM3aLMM, BbIMYCKAOTCA HOBble MaTuu (LMpoBbIe 3aniaTku

ans nporpaMM), 3aKpbIBaOTCA YA3BMMOCTUN CEPBEPOB.

B I'IOAOﬁHbIX nrpax CTonTt ornacartbCA He CTO/IbKO CBOMX COMNEPHUNKOB, CKO/IbKO KpaXXn TBOEro
napond, Ha KOTOpoM OCHOBaHa CUCTEMa aBTOpu3alnn 60/bLLMHCTBA nrp.

OCHOBHbIe COBETbI N0 6€30MaCHOCTM TBOEIO NIrpoBOro akkayHTta:

1. Ecnu gpyroii Urpok BefeT cebsi MoXo WK co3faeT Te6e HEMPUSTHOCTM, 3a6/IOKUPYIA ero B
CMMCKE UIPOKOB;

2. MNoxanyics agMUHUCTPATOPaM Urpbl Ha NIOX0E NMOBEAEHME 3TOF0 UFPOKa, YKenaTe/lbHO
MPUNOXWTb Kakue-To [10Ka3aTeNbCTBA B BUAE CKPUHOB;

3. He ykasblBail n4HYHO MHOPMaLMo B Npodaline urpsbl;
4. YBaxail fpyrux y4acTHUKOB MO WUIpE;

5. He ycTaHaBnvBai HeouumaibHble Natyv n Mofpl;

6. Micnonb3yii CnoxXHble 1 pasHble Naponu;

7. Oaxe BO BpeMs Urpbl HE CTOMT OTK/OYATb aHTMBMPYC. oKa Tbl Urpaellb, TBOV KOMMbIOTEp
MOTYT 3apasuTb.

DULINHT nnn Kpaka MMYHbIX AaHHbIX

OO6bIYHOM Kpaxkel AeHer 1 JOKYMEHTOB CErofiHs y>Xe HUKOro He yAVBWLUb, HO C pa3sBUTUEM
NHTEPHET-TEXHO/IOMMIA 3/10YMbILLAIEHHNKMA NEPEMECTUNINCL B UHTEPHET, 1 NPOAO/IKAIOT
3aHUMaTbLCA "NHBUMbIM™ Ae/IOM.

Tak nosiBunacb HOBas yrpo3a: MHTEPHET-MOLLEHHNYECTBA MW (ULLNHT, FNaBHasA LeNb KOTOPOro
COCTOMT B MOMYYEHMN KOH(DMAEHUMabHBIX AaHHbIX MO/b30BaTeNen - TOrMHOB ¥ naponei. Ha
aHrNMMCKoM a3blke phishing untaetcs Kak duwivHr (ot fishing - pbibHas noens, password -
naporsb).

OCHOBHbIe COBETbI N0 60pb6E C DULLNHIOM:



1. Cnepin 3a CBOMM akKKayHTOM. Ecnv Tbl NOA03PeBaellib, YTO TBOSI aHKeTa 6blia B3/IOMaHa, To
Heo6XoA1MOo 3a6/I0KMPOBATL €e U COOBLUMTL aAMUHICTPATOPaM pecypca 06 3TOM Kak MOXHO
CKOpee;

2. V|CI'IO!'Ib3yI7I 6e3onacHble Be6-CaiTbl, B TOM YMUCIE, MHTEePHET-MarasmHoB N NMONUCKOBbIX
CUCTEM;

3. Vicnonb3yii CnoXHble U pasHble Naponn. TakuM 06pasom, ecnv Tebs B3OMaoT, TO
3M0YMbILLAIEHHUKI MOMyYaT AOCTYN TOMLKO K OfIHOMY TBOEMY MPOMU/IIO B CETU, & HE KO BCEM;

4. Ecnwv Te6s B3nomanu, To HE06X0AMMO MpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
A06aB/eHbl y Te6s B APY3baX, 0 TOM, UTO Te6s B3/IOMa U, BO3MOXHO, OT TBOEro UMeHU ByaeT
pacchbINaTbCs Cnam M CCbIMKU Ha (ULLVHIOBbIE CalThI;

5. YcTaHOBM HagexHbli naposb (PIN) Ha MOOWbHLIV TeneqoH;
6. OTK/OUM COXpaHeHVe Naposis B Gpaysepe;

7. He oTkpbIBaii (haiinbl v Apyrne BNOXKEHWUS B NUCbMaX, AaXe eC OHW NPULLAN OT TBOUX
Apy3ei. Jlyyule yTOUHW Y HUX, OTAPaBASAAM NN OHU Tebe 3T ainbl.

Lindposas penytauus

Lincdposas penytauus - 3T0 HeraTMBHasa UM NO3UTMBHaA MH(oOpMauus B CeTU O Tebe.
KomnpomeTtupytoLwas nHpopmaums, pasmeLLeHHas B UHTEPHETE, MOXET CEPbe3HbIM 06pa3om
0TPa3nTbCA Ha TBOEI peanbHOM XN3HW. "Lindposas penyTtaums™ - 3To TBOW UMUK, KOTOPbIi
thopmmupyeTcs 13 MHpopMaLmm o Tebe B UHTEPHETE.

TBOe MeCTO »UTeNbCTBa, y4ebbl, TBOE (PUHAHCOBOE MOJI0XeHNe, 0COBEHHOCTY XapaKTepa U1
pacckasbl 0 6/IM3KUX - BCe 3TO HaKan/jMBaeTCcs B CETU.

MHorune NoApPOCTKN NErKOMbIC/IEHHO OTHOCATCA K NMy6MKaumm MYHON MHhopMaumn B
VHTepHeTe, HE NOHMMas BO3MOXHbIX NOCNeACTBMIA. Thbl AaXke He CMOXKELLb A0ragaTbCs 0 TOM,
4To (hoTorpacms, pasmeLieHHas 5 neT Hasad, cTana NPUUMHON 0TKasa NPUHATL Tebs Ha paboTy.

KommeHTapuun, pasmelleHne TBOUX hoTorpatuii n apyrue fecTems MOryT He UCHE3HYTb Aaxke
nocrne TOro, Kak Tbl UX yaanuib. Tbl He 3Haellb, KTO COXpaHWA 3Ty MH(OopMaLMIo, nonana v
OHa B NMOWCKOBbIE CUCTEMbI U COXPaHW/IACh /N OHa, a rNMaBHOE: YTO NoAyMatoT 0 Tebe
OKpY>KaroLme Noaun, KOTopble HaiayT n yBUAAT 3T0. HailTu nHhopMaumio MHOro NeT cnycTs
CMOXXET N10060N - Kak 13 Ao6pbIX NOBY>KAEHWIA, TaK U C HAMEPEHMEM MPUUUNHUTL Bpes. ITO
MOXET ObITb KTO YrofHO.

OCHOBHbIe COBETbI N0 3aluTe LMGpPOBOIA penyTaumu:

1. Moaymaii, npex/ae Yem 4TO-TO Ny6/MKOBAThL U NepeaaBaTb y cebsi B 6/10re WU B COLManbHON
ceTu;

2. B HacTpoiikax npounsa yCcTaHOBU OrpaHWYeHMst Ha MPOCMOTP TBOEro Npogunas 1 ero
COLEPXXMMOTO, cfienal ero ToNbKo "ans apysen”;



3. He pa3meluali 1 He yKasblBail MH(hOPMaLMIO, KOTOpasi MOXeT KOro-1nmbo ocKop6nsiTh unm
0bmxarb.

ABTOPCKOe npaso

CoBpeMeHHble LUKO/IbHUKW - aKTVBHbIE NO/b30BaTeNM LMMPOBOro npoctpaHcTea. OfHaKO
AaNeKo He BCe 3HAKOT, YTO MOJ/Ib30BaHWE MHOTVML, BO3MOXHOCTAMYM LM(hpOBOro mMvpa TpebyeT
CO6NI0AEHNSA NMPaB Ha UHTENEKTYa/IbHY0 COOCTBEHHOCTD.

TepMuH "VIHTeNNeKTyabHast COBCTBEHHOCTL' OTHOCUTCA K Pa3/IMyHbIM TBOPEHUAM
4e/I0BEYEeCKOro yMa, HaumHas C HOBbIX M306peTeHNIA 1 3HAKOB, 0603HaYatoLLNX COOCTBEHHOCTD
Ha MPOAYKTbI U YCNYTW, K 3aKaH4YMBasA KHUramu, oTorpapuamm, KNHoUIbMamMun 1
MY3bIKa/IbHbIMW MPOn3BeAeHNAMMU.

ABTOpPCKMe NpaBa - 3TO NpaBa Ha UHTENNIEKTya/IbHYt0 COOCTBEHHOCTb Ha MPOM3BEAEHMS Hay KM,
NnTepaTypbl 1 NCKYCCTBa. ABTOPCKME MpaBa BbICTYNarOT B Ka4ecTBe rapaHTUM TOro, UYTO
NHTENNEKTYaNbHbIA/TBOPYECKUIA TPy aBTOpa He ByAeT HanpacHbIM, A4aCT eMy CnpaBea/nBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3y/bTaTax CBOEro Tpy4a, NoayynTb U3BECTHOCTb U NPU3HAHMKE.
HuKTO 6€3 paspeLLeHns aBTopa He MOXKET BOCNPOU3BOAUTL €ro Npon3BeaeHue,
pacnpocTpaHsATb, Ny6/MYHO AEMOHCTPMPOBaTL, NPOLaBaTb, MMNOPTUPOBATL, NyCKaTb B NMPOKaT,
Ny6/IMYHO UCNOMHATL, NOKa3bIBaTb/UCMNOMHATL B 3Mpe Uamn pasmeLatb B VIHTepHeTe.

VMcnonb3oBaHMe "NUPaTCKOro" NporpammMHOro obecrneyeHnsi MOXKET MPUBECTU K MHOTUM
pyCKaM: OT NOTEPU AaHHbIX K TBOMM aKkayHTam A0 6/10KMPOBKMU TBOEro YCTPOICTBa, rae
yCTaHOB/IEHA HeferasibHaa nporpamma. He cTouT Takxke 3abbiBaTb, YTO CYLLECTBYIOT Slera/ibHble
1 6ecnnaTHbIe NPOrpaMMbl, KOTOPbIE MOXHO HailTV B CETU.

O nopTtane

CeTeBMYOK.pdh - TBOI MNaBHbIA COBETUMK B CETW. 3[4€Chb Thbl MOXELLb Y3HaTb 0 6€30MacHOCTA B
CETN MOHATHBLIM U JOCTYMHbLIM A3bIKOM, & NPU BO3HUKHOBEHUWN KPUTUYECKON CUTYyaLmm
06paTnUTLCA 3a COBETOM. A TaKXKe NMPUHATbL y4acTue B KOHKypcax U CTaTb cambIM LU(POBbIM
rpaxkgaHnHom!



